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Alexander H. Schmidt,1 on behalf of the Quality Assurance Working Group of the World
Marrow Donor AssociationMultiple institutions, such as donor registries, donor centers, transplantation centers, collection centers, and
courier companies, are involved in the international exchange of hematopoietic stem cells. The ability to
safely and efficiently ensure continued operation of a donor registry relies on an organization’s resiliency
in the face of an incident that could impede donor search, donor selection, stem cell collection, or transpor-
tation. The Quality Assurance Working Group of the World Marrow Donor Association has developed
guidelines on how to establish an organizational resiliency program intended for donor registries initiating
an emergency preparedness process. These guidelines cover the minimal requirements of preparedness in
prevention and mitigation, crisis response, business continuity, and disaster recovery, and the need for con-
tinued maintenance and revision. Issues of international cooperation are addressed as well.
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registryINTRODUCTION
The mission of the World Marrow Donor Associ-
ation (WMDA) is to promote and enhance the delivery
of high-quality hematopoietic stem cell (HSC) prod-
ucts for clinical transplantation. TheWMDA provides
standards and recommendations to national donor
registries and cord blood banks involved in the world-
wide exchange of stem cell products from volunteer
unrelated donors.
The search for unrelated donors and subsequent
stem cell collection and transplantation rely on a large
system of cooperating national organizations, requir-
ing the establishment of standard procedures aimed
at protecting the system from external hazards. Each
registry, acting as a national hub, should be prepared
to cope with various incidents or events. This implies
having a planned, trained, and exercised organizational
resiliency program in place that allows the reestablish-DKMSGerman BoneMarrowDonor Center, T€ubingen,
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of products for stem cell transplantation during an in-
cident or event that affects normal business operations.
Here we provide general guidelines to WMDA
members for the development of a generic emergency
response plan to natural, human-caused, and techni-
cal-caused events that threaten the timely delivery of
HSC products and essential related operations, as
well as to raise awareness of the problem in general.
These guidelines for the development of an organiza-
tional resiliency program should be viewed as a basic
approach intended to assist registries wishing to estab-
lish a new organizational resiliency program. For more
exhaustive information on the subject, we strongly rec-
ommend referring to established standards in the field
that served as a basis for these guidelines [1-3].
When the term ‘‘registry’’ is used, it is by no means
meant to be exclusive or restrictive; most consider-
ations also apply to cord blood banks and donor cen-
ters, for example. Definitions of terms used in these
guidelines are provided in Table 1. An example generic
organizational program of a fictitious registry is given
in the supplemental material S1.ORGANIZATIONAL RESILIENCY
General
Each registry should establish and maintain an or-
ganizational resiliency program adapted to its size1785
Table 1. Definitions used in the WMDA Guidelines
Term Definition Examples
Business continuity The capacity of an organization to plan for and respond to incidents or
events that impact or disrupt business operations pertaining to the
coordination of repair, replacement or alternate locations, or critical
facilities or the reassignment of critical tasks based on staff availability
Business impact analysis Evaluation of risks from external or internal incidents or events to
discrete business activities, especially those in connection with key
services and products
Catastrophe Unexpected incident threatening life, property, business operations, or
the environment, leading to significant damage and/or destruction
Earthquake, flood, hurricane, act of terrorism
Contingency Unpredictable incident with impact on global systems such as
communication or transportation systems, thereby limiting or
disrupting normal business operations
Pandemics, international flight restrictions,
global IT virus
Crisis Difficult or unstable situation resulting from an incident or event with the
distinct possibility of an undesirable outcome that demands prompt
attention and consequential decisions
Crisis response Structures and actions used to evaluate and address threats produced by
a preceding incident or event
Critical staff Staff trained on tasks directly related to the key business of the
organization
Search coordinator, IT administrator
Disaster recovery The capacity of an organization to quickly return to an acceptable level of
business operations after an incident or an event; pertaining to the
information systems used to accomplish critical functions
Event Planned, with negative impact on delivery of services or products Labor strike
Exercise Organized practical runs to test, train, and improve measures planned
for crisis response, business continuity, and disaster recovery
Incident Unplanned, with negative impact on delivery of services or products that
may have the dimensions of a catastrophe or contingency
Information system Combination of staff, hardware, software, communication devices,
network, and data resources that process data and information for
a specific purpose
Organizational resiliency The capacity of an organization to resist incidents (internal or external to
the organization) that endanger normal business operations
Preparedness Plans and structures designed to reduce effects of an incident
Stakeholder Any agency, organization, company, or individual person with an interest
in the registry’s activities affected by consequences of an incident
Transplantation center, donor center, collection
center, HLA laboratory, courier company
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siliency encompasses 3 key areas: (1) the immediate
crisis response of an organization to react and respond
to disruptive incidents that do not directly impact the
organization’s facilities, staff, or equipment; (2) busi-
ness continuity preparedness to quickly respond to in-
cidents that impact staff and facilities; and (3) disaster
recovery preparedness to quickly respond to incidents
that affect the information systems used to conduct op-
erations.
All 3 areas must be seen as programs under contin-
ual development. An organizational resiliency pro-
gram should be developed, maintained, practiced,
regularly adapted, and improved. One person or sev-
eral identified persons should be responsible for the
maintenance, with an alternate assigned as backup.
Each plan within the organizational resiliency pro-
gram must have a defined purpose and scope.
Each plan that is part of the program should con-
sider relevant contingency arrangements external to
the organization, such as from other registries, donor
centers, commercial courier companies, collection
centers or transplantation centers, and other key stake-
holders. In particular, clinical programs, apheresis col-
lection facilities, and processing facilities are required
to establish and maintain an emergency and disasterplan according to FACT-JACIE standards [4]. A do-
nor registry should take these plans into account
when establishing policies and procedures for organi-
zational resiliency. Coordination of interests of the
registry and its stakeholders is recommended for plans
addressing specific situations, such as unavailability of
crucial services or stem cell products.
The organizational resiliency program should
comply withWMDA standards as well as laws and reg-
ulations of local authorities. If an emergency requires
the WMDA-accredited registry to suspend one or
more requirements of the WMDA standards tempo-
rarily, this must be communicated to all affected stake-
holders to allow for appropriate decision making.
Aims of Organizational Resiliency
The purpose of the program should be to prepare
for emergencies to recover and maintain critical regis-
try operations during an incident or event. Special fo-
cus should be given to urgent donor search requests,
requests for HSC transplantation, and transport of
HSC products.
Three different tasks need to be addressed: (1) re-
ducing the risk of disruption by prevention and/or
mitigation strategies; (2) shortening the period of dis-
ruption during an incident by preparedness and
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dent’s impact on key functions of the registry by plan-
ning for alternate processes to allow key functions to
continue. The registry should have a policy of risk pre-
vention, mitigation, and preparedness within the capa-
bilities of its personnel and financial resources.
Strategic Plan
The management of a registry should address at
least the following points to define the strategy of
risk assessment, prevention, and mitigation:
 A business impact analysis should be completed that
identifies the critical resources needed to provide
key products and services. Urgent patient-related
requests to the registry are to be rated with adequate
priority among the key services.
 Risk assessment or hazard and vulnerability assess-
ment must be systematically conducted to identify
internal or external threats to critical activities.
 Concrete strategies should be developed for each ac-
tivity regarding maximum tolerable outage time, re-
sources required, and dependencies with or on
partners/suppliers to set recovery time objectives.
All decisions should be adequately documented
and accessible to key personnel. Embedment of the or-
ganizational resiliency program in the registry’s rou-
tine operations and management processes should be
ensured by adapted documentation, records, and com-
munication, as well as practice.
Examples of how to conduct a business impact
analysis and hazard assessment have been published
elsewhere [5,6], and simplified templates can be found
in the example resiliency program provided in supple-
mental material S1.
Prevention and Mitigation
Each registry should ensure the maximum preven-
tion of business disruptions within the limitations of its
resources. Each business activity should be analyzed to
identify and allow correction of weaknesses, and to re-
duce the potential for negative impacts on key services
and products. Thus, the registry should document all
of its vital processes and standard operating proce-
dures. Training of staff must ensure that all essential
tasks concerning key activities of the organization
can be performed by more than one individual.
Crisis Response Plan
The crisis response plan becomes effective immedi-
ately after occurrence of an incident that impacts busi-
ness operations, or that could possibly do so in the near
future. Its purpose is to collect and communicate on-
hand information about the crisis management and de-
fine responsibilities of critical staff during a crisis. It
helps define the actions to be taken for a fast and adapt-
ed response, along with establishment of the best linesof communication. It is crucial that this information be
understandable, up to date, and accessible to staff.
In the event of an incident, the following (mini-
mum) actions should be taken:
 Gather data/information about the incident.
 Gather a team to assess the impact to operations:
- Assess documents and information about the inci-
dent.
- Identify possible courses of action to address the
disruption or to prevent further impacts.
- Prioritize the response by the process impacted. For
decisions concerning urgent patient-related re-
quests, transplantation centersmust be regularly in-
formed about available options. The registry and
transplantation center should jointly decide how to
proceed for each individual patient-related request.
- Determine whether the impact is significant
enough to escalate within the organization or to
external groups for assistance and resources.
- Determine how the organization will respond to
the incident (e.g., daily teleconferences, daily in-
person meetings, team work).
- Designate spokespeople to inform staff, the pub-
lic, and external stakeholders.
 Take actions according to the plan, which must
clearly state responsibilities and resources.
 Respect the safety of individuals at all times.
 Inform affected stakeholders on a regular basis.
 Escalate requests for assistance/resources if neces-
sary. External resources may be used within the re-
covery process as long as they are compliant with
WMDA standards and with laws and regulations
of local authorities.
Figure 1 shows an incident response flowchart, il-
lustrating the course of actions to be taken after an in-
cident occurs. The crisis response plan must include
emergency contact information of the registry team,
authorities, organizations, stakeholders, suppliers,
and other resources that might be necessary during
an incident. The crisis management team should be
identified by their name and role within the registry
(see supplemental material S1 for an example). Contact
information must be reviewed and updated regularly,
and current lists must be made available to all staff ex-
pected to use them. The crisis management team
should have a centralized and suitably equipped loca-
tion at its disposal to host regular meetings, video con-
ferences, and conference calls as required.Business Continuity Preparedness
A business continuity plan defines staff, resources,
and processes necessary to continue business activities
during incidents causing disruptions and/or loss of key
resources. Each registry should evaluate possible risks
caused by loss of location and/or equipment, and make
Figure 1. Incident response flowchart illustrating the course of actions to be taken to evaluate and respond to an incident that may impact business
operations.
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of such situations.
A business continuity plan should consider at least
the following points:
 Critical functions must be identified. Some func-
tions, although important, may be deferrable.
 Critical staff should be identified for each key func-
tion to be maintained during an incident. The num-
ber of staff necessary to maintain activities should be
estimated.
 Identifying alternate staff to serve as backup for
critical staff when unavailable should be consid-
ered.
 Identify alternative working places for critical staff
in the event that standard facilities are not available
(e.g., external partnerships or a plan that allows work
from home).
 Resources necessary to enable staff to sustain oper-
ations should be determined.
 Backup resources or prevention of loss strategies
should be adopted to prevent absence or shortage
of critical equipment during an incident. Communication guidelines/templates specific to
certain incidents (e.g., pandemics) for staff, the pub-
lic, and stakeholders should be established to facili-
tate responses.
 Important practices should be included in standard
operating procedures.
 Special equipment for emergencies should be iden-
tified and listed (e.g., satellite phones).
Strategies should consider short-term and long-
term arrangements to prevent loss of resources and
to arrange necessary infrastructure for critical staff.
Disaster Recovery Preparedness
The disaster recovery plan provides quick and
adapted replacements for information systems crucial
to business by preparing for the loss and providing ad-
equate backup information. Some measures to be
taken to protect and store electronic data are defined
in the WMDA standards, item 5.0, [7] and should be
applied as defined therein.
A disaster recovery plan should ensure recovery of
data and documents through the following measures:
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be identified and the amount of data that can be lost
without severely impacting operations determined.
 An appropriate, safe location for critical documents
and systemsmust be identified, with an adequate fire
protection system that does not threaten technical
equipment.
 Regular backups of all files and systems must be per-
formed. Backups must be kept in a separate location
from the original data location. Systems used for
backups should have an adequate lifespan. Backups
must be validated by data restoration tests and well
documented.
 Electronic copies of important documents (e.g., in-
formed donor consent) should be kept.
 A software library should be maintained to recreate
computer systems if necessary.Revisions and Exercises
The organizational resiliency program should be
revised and updated regularly. Its contents must be
communicated to each person affected. Exercises to
test and improve activity plans under various scenarios
are recommended. A plan should not be considered fi-
nalized until it has been tested either in a simulated en-
vironment or through use in a real-life situation. A
continuous process of training, exercise, review, and
revision is needed.INTERNATIONAL COOPERATION
General Considerations
TheWMDA aims to foster international coopera-
tion among organizations involved in HSC transplan-
tation. Communication, data exchange, and HSC
transport regulations are covered by several WMDA
recommendations [8-11]. These recommendations
should be strictly respected andmay be used to identify
useful measures for mitigating contingencies.
Mutual assistance in international transport and
regulations is necessary, especially during contin-
gencies. This might include information on national
documents to be provided to national border security
agencies and other authorities. The WMDA board
has approved the establishment of an international
emergency task force to support communication and
cooperation among registries in times of crisis.
WMDA Member Emergency Contacts
Emergency contact information for WMDA
members is collected in the WMDA’s Annual Report
Questionnaire, and a complete list is distributedannually toWMDAmembers by e-mail. Changes dur-
ing the year should be communicated to the WMDA
office; an updated list is available in the member area
of the WMDA website.ACKNOWLEDGMENT
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